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Civil enforcement Business in Focus

INTRODUCTION
The background to the civil 
enforcement regime under the 
Digital Markets, Competition and 
Consumers Act 2024

Background to the civil 
enforcement regime
Officers from Trading Standards 
services based within your local 
authority (council) work with 
businesses to ensure compliance with 
consumer protection law. Businesses 
usually wish to comply with the law 
and many breaches of consumer 
protection law can be resolved by 
providing businesses with advice and 
guidance. 

However, where there is a serious 
breach of law or where a business 
fails to engage with or respond to an 
officer’s informal attempt to achieve 
compliance, regulators like Trading 
Standards officers have a range of 
formal enforcement powers that 
they can use. This is to ensure that 
consumers are protected, and a 
fair playing field is maintained for 
businesses that do comply with 
consumer protection law. 

This guidance covers the court-
based civil enforcement regime under 
the Digital Markets, Competition and 
Consumers Act 2024 (DMCCA), which 
replaces a similar regime previously 
under Part 8 of the Enterprise Act 
2002. The civil enforcement regime 
sets out a staged approach that 
Trading Standards officers can take 
where consumer protection laws 
are breached by individuals and 
businesses. 

The DMCCA civil enforcement 
regime is part of a wider set of 
enforcement powers that Trading 
Standards services have. You can find 
out more about these enforcement 
powers in ‘Trading Standards: powers, 

enforcement and penalties’. Each 
Trading Standards service has its 
own enforcement policy that sets out 
how it intends to use its enforcement 
powers to ensure the action it takes is 
fair and proportionate. 

Why do businesses 
need to know?
Having an understanding of the 
stages of the civil enforcement regime 
is important for all businesses. This 
knowledge can help you to avoid 
the potential consequences of the 
DMCCA civil enforcement regime. 
These can include:

•	 being asked to sign Undertakings 
(promises to do or not to do 
something), which are directly 
enforceable in court if they are 
breached 

•	 having an Enforcement Order or 
Online Interface Order granted 
against the business or a person 
with a ‘special relationship’ with 
the business

•	 being asked to implement 
Enhanced Consumer Measures

•	 being required to pay monetary 
penalties by the courts, which in 
some circumstances can be up  
to 10% of the business’s turnover 
or up to £300,000, whichever  
is higher 

This guidance explains the stages 
of the court-based civil enforcement 
regime to help you understand 
the process and what the potential 
consequences could be for you and/or 
your business. 

The Competition and Markets 
Authority (CMA) can also directly 
enforce the civil enforcement regime. 
You can find out more about the 
CMA’s direct enforcement model in 
its Direct Consumer Enforcement 
Guidance. 

Videos
In April 2025, the Chartered Trading 
Standards Institute created a 
number of introductory videos to 
help businesses understand the 
Act. Of particular interest for this 
guide are the videos on the CMA’s 
direct enforcement powers, the civil 
enforcement regime and Online 
Interface Orders. 

PART 1. HOW CIVIL 
ENFORCEMENT IS USED
The civil enforcement regime under 
the Digital Markets, Competition 
and Consumers Act 2024 can be 
used when certain circumstances 
are met

Businesses and consumers
The civil enforcement regime applies 
to ‘commercial practices’, which are 
acts or omissions made by a trader 
before, during or after the promotion 
and supply of:

•	 the trader’s goods, services or 
digital content to a consumer

•	 another trader’s goods, services 
or digital content to a consumer

•	 a consumer’s goods, services 
or digital content to a trader or 
another person - for example, 
a trader designing an online 
marketplace in such a way 
that consumer goods may be 
misdescribed due to its design

What is a trader?
If you are a ‘person’ acting for 
purposes mainly relating to your 
trade, business, craft or profession 
then you are a ‘trader’. A person 
can mean more than one individual 
- for example, if your business is a 
partnership of two or more people. 
A person can also be a company, 
a charity (or other not-for-profit 
organisation), a Government 
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department, a local authority or a 
public authority. If another person 
acts in your name or on your behalf, 
you would still be the trader.

What is a consumer?
A ‘consumer’ is an individual who, 
in their dealings with a trader, is 
acting for purposes wholly or mainly 
outside their trade, business, craft or 
profession. The definition also covers 
people who may become consumers 
in the future - for example, people 
who have not yet considered buying 
a particular product, but may do so in 
the future. 

Breach of consumer 
protection law
The civil enforcement regime can 
be used where there is a breach, 
continues to be a breach or could be 
a breach of the consumer protection 
law covered by this part of the Digital 
Markets, Competition and Consumers 
Act 2024 (DMCCA). A wide range of 
consumer protection law is covered, 
including:

•	 the Consumer Rights Act 2015 
(CRA), which sets out the rights 
and remedies for consumers 
for goods, services and digital 
content, and the requirements 
for consumer contract terms 
and notices. See ‘Selling and 
supplying goods’, ‘Supplying 
services’, ‘Digital content’ and 
‘Consumer contracts: general’ for 
more information on the CRA  

•	 unfair commercial practices in 
the DMCCA. These are covered 
in ‘Protection from unfair trading 
(criminal law)’

•	 Other fair trading laws relating to 
pre-contract terms, cancellation 
rights and pricing. These are 
covered in a number of guides 
across the site, including 
‘Consumer contracts: general’, 

‘Consumer contracts: distance 
sales’ and ‘Providing price 
information’

•	 intellectual property law covering 
trademarks, copyright, designs 
and patents. See ‘Intellectual 
property’

Harming the collective 
interests of consumers
The civil enforcement regime is not 
designed to replace mechanisms for 
resolving individual disputes, but 
is rather for circumstances where a 
breach of law harms the collective 
interests of consumers. This can be 
caused by a single act or omission, as 
well as repeated acts or omissions. 
Harm to future consumers can also be 
taken into account. 

For example, if a business is 
not complying with their legal 
requirements to provide cancellation 
information to consumers who have 
entered into ‘off-premises’ contracts 
with them, this could harm the 
collective interests of consumers. 
This is because it would affect all 
consumers and future consumers if 
the breach of law continues, and the 
business’s paperwork is not changed. 
You can find out more information 
about off-premises contracts and 
these requirements in the ‘Consumer 
contracts: off-premises sales’ guide. 

A UK connection
The business must do one or more of 
the following:

•	 have a place of business in the UK
•	 carry on a business in the UK
•	 carry on commercial activities 

that are, by any means, directed 
to consumers in the UK 

Activities do not have to be carried 
out in the UK for the civil enforcement 
regime to apply. If an overseas 
business is promoting their services to 

UK consumers for example, then they 
may be directing their activities to 
consumers in the UK. 

Who are the enforcers?
The Digital Markets, Competition and 
Consumers Act 2024 sets out who the 
enforcers are. There is a wide list of 
enforcers under the Act, which include 
Trading Standards services, the 
Competition and Markets Authority, 
and the Financial Conduct Authority. 

PART 2. INVESTIGATION 
AND POWERS
Information about Trading 
Standards officers’ powers and 
how they carry out investigations

Information Notices
When an enforcer like Trading 
Standards is investigating whether 
there is a breach of relevant law or 
whether they need to exercise their 
powers under the civil enforcement 
regime, they have various powers 
under Schedule 5 to the Consumer 
Rights Act 2015 (CRA). See ‘Trading 
Standards: powers, enforcement and 
penalties’ for more information on 
these powers. 

The Digital Markets, Competition 
and Consumers Act 2024 (DMCCA) 
strengthens the power for Trading 
Standards and other regulators to 
request information from businesses, 
individuals and third parties, by 
serving an Information Notice. This 
power already existed under the CRA, 
but the new Act has strengthened 
these powers by introducing 
monetary penalties if an Information 
Notice is not complied with.

An Information Notice will set out 
details such as the information that 
an enforcer is requesting, the reason 
why they want the information, the 
format they would like the information 
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provided in and the time limit for 
providing the information. Information 
Notices can also be served on people 
outside of the UK, if they have a UK 
connection. It is important that you 
engage with Trading Standards at an 
early stage if you have any questions 
about an Information Notice that 
you receive; seek independent legal 
advice if you need to. 

Consequences for your business
If an Information Notice is not 
complied with without a reasonable 
excuse, then Trading Standards can 
apply to the court to require the 
person who has been served the 
notice to take whatever action that the 
court believes is reasonable. The court 
can also impose a monetary penalty. 
The monetary penalty can either be 
a fixed amount, a daily amount or a 
combination of both:

•	 the fixed amount can be up to 
£30,000

•	 if higher, it can be up to 1% of the 
annual business turnover

•	 the daily amount can be up to 
£15,000 a day

•	 if higher, it can be up to 5% of the 
daily turnover of the business 

The person or business can also 
be required by the court to cover the 
legal costs of this action.   

Consultation stage
An early stage in most civil 
enforcement cases under the DMCCA 
will involve Trading Standards 
consulting with the business. 

•	 The purpose of the Consultation 
stage is to:

•	 stop any breaches of law and 
prevent any future breaches from 
happening

•	 prevent any further breaches where 
a breach of consumer protection 
law has already taken place

•	 prevent a breach of law  
from taking place if it hasn’t 
happened yet 

At this stage, Trading Standards 
will explain to the business what 
the breach of consumer protection 
law is and provide advice on how to 
comply with the law. The officers will 
also explain the civil enforcement 
regime and the Consultation stage 
of the process. The hope is that the 
advice and guidance provided during 
this stage will be sufficient to achieve 
compliance and no further action will 
be needed. 

Minimum Consultation periods  
In most cases, the Consultation period 
will last for a minimum of 14 days 
before Trading Standards will consider 
applying for an Enforcement Order. If 
Trading Standards are applying for an 
Interim Enforcement Order, they can 
reduce this time period to seven days.

In an urgent case, Trading 
Standards can obtain permission 
from the Competition and Markets 
Authority, which can authorise an 
application to be made immediately, 
without the need to complete the 
Consultation stage. 

Where a business has signed up to 
an Approved Code, the Consultation 
period is extended to a minimum of 
28 days.

These are the minimum time 
periods set out in law. In practice, 
where a Consultation is being fully 
engaged with by the business or 
relevant person, the Consultation 
period is likely to last longer than 
these time periods.  

Undertakings given to 
Trading Standards
If the Consultation stage does not 
achieve compliance or is not required, 
and Trading Standards believe that 

a breach of consumer protection 
law has happened, is happening 
or will happen, they can apply for 
an Enforcement Order and/or a 
monetary penalty against the relevant 
person or business. They can also 
choose to offer the person  
or business the opportunity to sign  
an Undertaking instead of applying 
for an Enforcement Order and/or 
monetary penalty. 

What is an Undertaking?  
An Undertaking is a formal promise 
to comply with the law. Undertakings 
can be given to enforcers such as 
Trading Standards, but can also be 
given to the court in some situations. 
An Undertaking can also include the 
requirement to introduce Enhanced 
Consumer Measures into the 
business. These are discussed in more 
detail further on in this guidance. 
Undertakings do not have to be 
offered by Trading Standards, but  
may be an option for businesses 
that are committed to complying to 
consumer law. 

Benefits of agreeing to sign an 
Undertaking
If an Undertaking is offered by an 
enforcer such as Trading Standards 
and agreed to by the business or 
relevant person, then there may be 
no need for an application to court 
for an Enforcement Order and/or 
monetary penalty. If the Undertaking 
is complied with and not breached, 
then no further action will need to be 
taken. 

Consequences of breaching an 
Undertaking 
If a business breaches an 
Undertaking, Trading Standards can 
apply to the court for an Enforcement 
Order and/or a monetary penalty. 
Monetary penalties are new penalties 
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introduced by the DMCCA and apply 
as of April 2025.

The monetary penalty can either 
be a fixed amount, a daily amount or a 
combination of both:

•	 the fixed amount can be up to 
£150,000
o if higher, it can be up to 5% of 
the annual business turnover

•	 the daily amount can be up to 
£15,000 a day
o if higher, it can be up to 5% of the 
daily turnover of the business 
 

The person or business can also 
be required by the court to cover the 
legal costs of this action.  

Enforcement Orders 
and Undertakings 
given to the court
If consumer protection law or 
Undertakings are breached, enforcers 
like Trading Standards may apply to 
the court for an Enforcement Order 
and/or monetary penalty. 

What are Enforcement Orders?
Enforcement Orders are Orders 
issued by the County Court or High 
Court in England and Wales, or by the 
Sheriff Court or Court of Session in 
Scotland. They require the business 
or relevant person to comply with 
consumer protection law and the 
terms of any Order made against 
them. An enforcer like Trading 
Standards, can apply to the court for 
an Order where a business breaches 
certain consumer protection law. 

Enforcement Orders can also 
include Enhanced Consumer 
Measures (see below) and a monetary 
penalty. An enforcer can also apply for 
an Interim Enforcement Order where 
there is an urgent need for an Order 
to be in place to prevent a breach of 
consumer protection law from taking 
place, continuing or re-occurring. 

What are Undertakings given to 
the court?
In some circumstances, a court may 
accept Undertakings given by the 
business or relevant person instead 
of granting an Enforcement Order. 
However, the court will take into 
account factors such as whether an 
Undertaking was offered by Trading 
Standards, whether it was agreed to 
and, if so, whether it was breached by 
the business or relevant person. 

Consequences of an 
Undertaking or Enforcement 
Order being granted by the court
If a court accepts an Undertaking 
given to the court or grants an 
Enforcement Order, Trading 
Standards can also seek a monetary 
penalty in some circumstances. 
Monetary penalties are new penalties 
introduced by the DMCCA and apply 
as of April 2025.

For breaches of consumer 
protection law, the monetary penalty 
can be a fixed amount, which can be 
up to £300,000 or, if higher, 10% of 
the annual business turnover. 

Breaching Enforcement Orders and 
Undertakings given to the court
If an Enforcement Order has been 
granted, or an Undertaking accepted 
from a business or relevant person 
and it is breached, an enforcer like 
Trading Standards can enforce 
the Order or Undertaking in any 
appropriate court. 

If an enforcer like Trading 
Standards applies to court for a 
breach of an existing Undertaking 
given to the court or a breach of an 
Enforcement Order, the business 
or relevant person may have to 
pay a monetary penalty in some 
circumstances. The court could also 
hold the business or relevant person 
in contempt of court. 

Online Interface Orders
Enforcers like Trading Standards can 
also apply for Online Interface Orders 
or Interim Online Interface Orders.

What are Online Interface 
Orders?
These are Court Orders that require 
businesses to remove or amend online 
content that is connected to breaches 
of consumer law, such as a sales listing 
with false or misleading information 
about a product. Online Interface 
Orders can be seen as ‘takedown 
powers’ for consumer enforcers like 
Trading Standards. This new power is 
used to supplement ongoing informal 
arrangements to deal with such 
matters - for example, liaising with the 
UK’s domain name registry Nominet.

When may Online Interface 
Orders be used?
Trading Standards may only apply 
for an Online Interface Order if there 
are no other means by which the 
breaches relating to the offending 
content can be effectively ceased. 
Relevant breaches are the same 
as those discussed earlier in this 
guide in the ‘Breach of consumer 
protection law’ section. In addition to 
removing or amending content, an 
Online Interface Order can require 
the disabling or restriction of access 
to a website or selling account, the 
displaying of a warning to consumers 
online or even the deletion of a 
domain name.

Consequences of an Online 
Interface Order being granted
Any business or relevant person that 
is subject to an Online Interface Order 
faces several possible consequences: 

•	 disruption of business through 
the disabling of online interfaces

•	 reputational damage from 
publicity and warnings
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•	 significant legal costs, including 
those of the body making the 
application
Businesses can avoid these 

consequences by co-operating at an 
early stage with Trading Standards 
and other enforcers. 

Enhanced Consumer 
Measures
Enhanced Consumer Measures can 
be included in Undertakings given 
to enforcers or the court, and in 
Enforcement Orders. These are just 
and reasonable measures that you 
may be asked to carry out to help you 
comply with consumer protection law, 
prevent any further or future breaches 
of law, or to address any loss or 
harm that the breaches of consumer 
protection law may have caused to 
consumers. 

What are Enhanced Consumer 
Measures?
There are three different categories  
of Enhanced Consumer Measures. 
These are: 

•	 Redress Measures. These 
Measures may involve 
compensating consumers who 
have been harmed or suffered 
loss due to your actions. This can 
include allowing consumers to 
bring their contract with you to an 
end or providing consumers with 
a refund, where appropriate

•	 Compliance Measures. These 
Measures are to prevent or reduce 
the risk of the breach of consumer 
protection law from taking place 
or happening again. This could 
include, for example, employing 
a member of staff to deal with 
complaints made by consumers

•	 Choice Measures. These 
Measures are intended to help 
consumers to choose more 
effectively between people and 

businesses seeking to supply 
them with (or buy from them) 
goods, services and digital 
content. For example, requiring 
you to provide certain information 
that consumers need to know 
about you or your goods, services 
or digital content that may impact 
on their decision whether to enter 
into a contract with you

Consequences of not complying 
with Enhanced Consumer 
Measures
If you don’t comply with Enhanced 
Consumer Measures included 
in an Undertaking given to an 
enforcer or the court, or included 
in an Enforcement Order, the 
consequences for non-compliance 
are outlined earlier on in this 
guidance. Consequences can include 
Enforcement Orders, monetary 
penalties and, in some cases, being 
held in contempt of court. 

What businesses need to do
You can avoid being subject to civil 
enforcement action if you comply with 
your responsibilities under consumer 
law. To support businesses to do this, 
as well as free Business Companion 
guidance being made available for 
businesses, local Trading Standards 
Services work with businesses in 
numerous ways. This can include 
providing business advice, offering 
Primary Authority partnerships 
(see ‘Primary Authority’ for more 
information on the scheme), and some 
even offer approved trader schemes. 

By complying with your 
responsibilities under consumer law, 
you can help to protect consumers 
and create a fair playing field for 
businesses, including your own. 

PART 3. STAGES OF THE 
CIVIL ENFORCEMENT 
REGIME
A flow chart showing how the civil 
enforcement process moves from 
one stage to another

Investigation and powers
• �use of powers such as 

Information notices
• �possible monetary penalty for 

non-compliance with the Notice

Consulatation stage
• �in most cases, Trading 

Standards will consult with a 
person or business to try and 
resolve any breaches, future 
breaches or potential breaches 
of co nsumer law

An Undertaking given to Trading 
Standards
• �this is a formal promise 

to compy with consumer 
protection law

• �it can include Enhanced 
Consumer measures and can be 
required to be published

• �if an Undertaking is given and 
then breached, the person or 
business may be subject to a 
monetary penalty
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An Enforcement Order or 
Undertaking given to the court
• �an Enforcement Order or 

interim Enforcement Order can 
be granted by the court against 
a person or business

• �the court can also order the 
person or business to pay 
a monetary penalty with or 
without an Enforcement Order 
being granted

• �in some circumstances the court 
may accept an Undertaking 
given by the person or business 
and may require it to be 
published

• �an Online Interface Order or 
Interim Online Interface Order 
can also be granted by the court

 

Breach of an Enforcement Order 
or court Undertaking
• �if an Enforcement Order or 

Undertaking given to the 
court is breached, the person 
or business may be subject 
to a monetary penalty or an 
Enforcement Order being made 
against them, depending on the 
circumastances. They could also 
be held in contempt of court

Not all stages in the diagram 
must be followed, and enforcers such 
as Trading Standards can apply for 
Interim Orders. The diagram gives a 
general overview of each stage of the 
civil enforcement regime. The aim is 
to achieve compliance with consumer 
protection law. If the law is complied 
with by the relevant person or 
business, then no further action would 
be required after each of these stages.

In addition to the court-based 
system, the Competition and Markets 
Authority (CMA) can also directly 
enforce consumer protection law.

Videos on civil enforcement and 
the CMA’s powers can be found in the 
introduction to this guide.

LEGISLATION ETC
The laws featured in this guide / 
update information

Trading Standards
For more information on the work of 
Trading Standards services - and the 
possible consequences of not abiding 
by the law - please see ‘Trading 
Standards: powers, enforcement and 
penalties’.

Key legislation
•	 Consumer Contracts 

(Information, Cancellation and 
Additional Charges) Regulations 
2013

•	 Consumer Rights Act 2015
•	 Digital Markets, Competition and 

Consumers Act 2024
New guidance: April 2025

Please note
This information is intended for 
guidance; only the courts can give an 
authoritative interpretation of the law.

The guide’s ‘Key legislation’ links 
may only show the original version 
of the legislation, although some 
amending legislation is linked to 
separately where it is directly related 
to the content of a guide. Information 
on changes to legislation can be 
found by following the above links and 
clicking on the ‘More Resources’ tab.
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